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PURPOSE

L og management infrastructures perform functions that support the generation, analysis and security of log data such as
optimizing system and network performance, recording the actions of users, and providing data useful for identifying
malicious activity and investigating security incidents.

This standard establishes requirements to establish and maintain alog management infrastructure for state information
systems.

STANDARD:

Agencies that operate and control State of Georgia information systems shall develop and maintain a security log
management infrastructure commensurate with the sensitivity and/or importance of the system or data to the
organization or as required by local, state or federal regulations.

The security log infrastructure shall include processes for log generation, monitoring, analysis, protection, storage and
disposal. Log management policies shall define and prioritize auditable events and storage/retention requirements.

Systems or applications categorized as high or where required for regulatory compliance shall, at a minimum, log the
following auditable information and events:

User ID

Dates and times of logon and |ogoff

Logon method, location, terminal identity (if possible), Network address

Unsuccessful system or data access attempts

All actions performed using administrator, devel oper, super-user or other privileged access
System dertsor failures

Other significant events as appropriate

Log data shall be routinely reviewed and analyzed by trained personnel.

Logging systems, configurations and files shall be protected from breaches of confidentiality and integrity. Access to
logs files and log configurations/generators shall be audited, monitored and restricted to need-to-know personnel.

Log files are subject to State retention requirements and shall be stored in sufficient detail and for an appropriate period
of time. Theintegrity and availability of log archives shall be protected.

Security personnel shall monitor log management processes and systems and conduct periodic audits of the security of
the log infrastructure.
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